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A new linear-inversive congruential generator of pseudorandom numbers (PRN’s) with a variable
multiplier is introduced. It is proved that the sequence of PRN’s produced by such generator passes
the 4-dimensional serial test on statistical independency.
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Y craTTi IpeICTaBIEHO HOBU JIIHIHO-IHBEPCHUN KOHTDYEHTHHUI Te€HEpaTOp TCEBIOBUTIATKOBIX
9HUCENT i3 3MIHHUM MHOXKHUKOM. JlOBeeHO, 110 MOCIiIOBHICTh TICEBIOBUATIQIKOBUX YUCE]T, TIOPOKEHA,
TaKUM FeHepPaTOPOM, IMPOXOIUTh 4-BUMipHUI cepiajibHUil TECT HA CTATUCTUYHY HE3aJEXKHICTb.

Introduction

Let p be a prime number, m > 1 be a positive integer. Consider the following recursion
Y1 = ay, ' +b  (mod p™), (a,b€ Z), (1)

where y ! is a multiplicative inverse mod p™ for ¥, if (y,,p) = 1. The parameters a, b, yo

we be called the multiplier, shift and initial value, respectively.

In (3], [4], [6], [7], [8], [11], [12], [14] it was proved that under certain conditions on
the parameters a, b, yop the inversive congruential generator (1) produces a sequence {z,},
Ty, = ;j—;, n > 0, which passes s-dimensional serial tests on equidistribution and statistical

independence for s € {1,2,3,4}.
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It turns out that this generator is extremely useful for Quasi-Monte Carlo type application
(see [5], [13]). The sequences of PRN’s can be used for the cryptographic applications. In
this case the initial value gy, and the constants a and b are assumed to be a secret key, and
the output of the generator (1) can be used as a stream cipher. Observe that for determining
the parameters a and b of the generator (1) it is enough to recognize two successive elements
Un, Yn+1 generated by (1). Moreover, according to [1], [2], the reconstruction of generator (1)
can be obtained if we know some sequence of “approximations” to y,, Yni1,- .-, Ynsk- Lhus
one should be careful using the generator (1) for cryptographic purposes.

The main point of our further presentation in a generalization of the generator (1). We
consider the following recursive relation

Yngl = aygl +b+cF(n)y, (mod p™) (2)

under the conditions (a,p) = (yo,p) =1, b=c¢ =0 (mod p), F(u) is a polynomial over Z[u].

The generator (2) will be called the linear-inversive generator with a variable multiplier
cF(n). The computational complexity of the generator (2) is the same as for the generator
(1), but the reconstruction of parameters a, b, ¢, n and polynomial F'(n) is a tricky problem
even if the several consecutive values v, Yni1, - - -, Ynen Will be revealed. Thus the generator
(2) can be used in the cryptographical applications. Notice that the conditions (a,p) =
(yo,p) =1,b=c¢ =0 (mod p) guarantee that the recursion (2) produces an infinite sequence

{Yn}-

The purpose of this work is to show that the sequence {z,}, z,, = ;j” passes the test on

m 3

equidistribution and statistical independence, which makes possible to use such sequences in
the problems of real processes modeling and cryptography.
Notations: For p being a prime number, put

R, ={0,1,....p" = 1}; R} :={a€ R, | (a,p) =1},
em(u) = ™™ e R;  exp(x) = e for z € R,
v,(A) = a € NU{0} if p* || A and p*™' JA.

For u € Z, (u,p) =1 we write u ' if w-u™' =1 (mod p™).

1. Auxiliary results
Let f(x) be a periodic function with period 7. For any N € N, 1 < N < 7, we denote

N

SN(f) — Z 627rif(:r)

r=1

We will need the following well-known statements.

§ : 6271'1

Let J(A, B; p) be the number of solutions of the congruence A—Bu?=0 (mod p), (u, p)=1.

Lemma 1.1 ([9]). [Sn(f)] < max
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Lemma 1.2 ([16]). Let p be a prime number and let f(x), g(x) be two polynomials over 7
f(x) = Aix + Agx® + p(Aza® +--+),  g(x) = Bix + p(Bo2® + - -+),

and, moreover, let v,(As) = a > 0, v,(A;) > a for all j > 3. Then we have the estimates

‘ Z €m(f(x))‘ < {me;a if v,(A;) > a,

2CR 0 else,
and
(3(A1, Biip) -p)2  if (Bi,p) =1,
‘ Z em(f () +9(f))’ < 2pe if v,(A1) > o, vp(B;j) > a for all j > 1,
€ 0 if v,(A1) <a <wy(B;) forall j > 1.

2. Preparations

Consider the sequence {y,} produced by the recursion (2).
Let n = 2k. We put

(k) (k)
ay " +ay Yo+ Ay, m
2%k = = —= (mod p™) (3)
W B

Y

Twice using the recursion (2) we infer

o Ak+1 o CLA%B]% + bAkBk(aB,% + bAkBk + CF(Q[C)A%) + D(CL, b, C, k) (4)
yQ(k—H) n Bk+1 n AkBk(CLB]% + bAkBk + CF(Q]{?)A%) ’

where
D = cF(2k+1) (¢’ B, + b*A; B + *F*(2k) Ay + 2abAy, By, + 2acF (2k) A; B; + 2bcF (2k) A} By,) .
Define the following matrices

o ( a+b*+cb? F(2k+1)+2ac* F(2k)F (2k+1)  ab(142¢F (2k+1)+a*cF(2k+1)) >
0 — )

b a
5
o _ ((FK)F(2k +1) 3bcF(2k) (5)
b 0 cF(2) ’
and vectors
A;By)
A3B
2cF(2k + 1 ~ kk
Szz(“ e )), A= | 2n
AkB,Z’
A)Bj

Now, using (3)—(5), we get
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where Ty, = (51|50]92) and the sign | denotes concatenation of matrices.
Recursion (2) gives
Yo a + byo + cF(0)y2
Yo=—7>» Y1 = )
1 Yo
_ Yo+ blayo + byg + cF(0)yg) + cF'(1)(a + byo + cF(0)yg)?
ayo + bys + cF(0)yg '

In general case, let

2(k+1
S Ayt S ATy

£20 2%k 12k _ 0
> B, Dy
>0 >0

Using (2) we deduce modulo p that

s t
AR ZZ@A By iA;Bi;) and B}*™ =5 N"N"apAB, B, ;.

s+t=¢ 1=0 j=0 s,t>0 =0 j5=0
s+t=~C
Let ¢y (respectively, ¢;) be an exponent of yy, for which (Agk), p) = 1 (respectively,
(Bgf’“),p) = 1). It is easy to see that A, = B; =0 (mod p) if i # 4y, j # ¢;. First, we notice
that

22k: 2 22k_1
T2 and k) = (k) — 1 = —

Indeed, for £ = 0 this relations hold. We use induction on k. By the inductive hypothesis,

lo(k) :==1Cy =

in the righthand sum of the equality

2k+2) Z ZZ@A B,_;A;B,_; (mod p)

s+t=~¢ =0 j=0

22k 492
3

only the summand aA;B,_;A;B;_; with i = j = may be incongruent to 0 (mod p).

But then we must have

22k: -1 22k -1
— 97 = t — 7 = ,
s—1 T J 3
and these equalities uniquely define values s and t as s =t = % Hence,
22k+2 4 )
blk+1)=s+t= —3

The value of /1 can be determined similarly. So, the required relations for ¢y and ¢; are
proved.

Next, we have for £ > 1 that z/p(A,(fk)) > |9t - vy(b), and l/p(Blg%)) > [t - vy (b).
Thus, for k£ > 2mg + 1, mg = [%] modulo p™, the numerator and denominator of (7)
modulo p contain at most 4mg + 1 summands, i.e. we have

Lo+2mg
( > Af’“’@/é)

(8)
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Multiplying the numerator and the denominator in (8) by a~*, we obtain the following
representation

At — —
Yot = E_ey A,=d"4,, B,=d"B, (modp™). 9)

Here the coefficients Ay, B, are polynomials of k with coefficients depending only on
at, b', ¢, a', 1 < i < 2m + 1, and these coefficients have the above-indicated properties of
divisibility by a power of p.

Now, using the equalities (4)—(8) and method of the proof for Proposition 1 in [15] we
obtain the following:

Proposition 2.1. Let {y,} be the sequence produced by (2) and let v,(b) = v, v,(c) = u,
v < . Then for k > 2m + 1 we get the following congruences modulo p™

Yor = kb + [1 — k(k — 1)a_1b2} Yo + [—ka‘lb} Yo+
+ [K*a™2b* — ka™'cGo(k)] yi + p*Ho(k, o),
yor1 = [a — k(k + )0yt — kabyy® + k*abyy® + keGy (k)yo+
+ (keGa(k) + (k + 1)b) ya + p“Hy(k, yo),
where o« = min (2v, u), Gi(k), i = 1,2,3 are polynomials from Z[k], Ho(k,vo), H1(k,v0) €

Zlk,yo|, and the coeflicients G;(k), Ho(k,vo), H1(k, yo) depend only on a*,a™",b", ¢’ (mod p™),
i=1,... 2m+1.

(10)

Corollary 2.2. Let the conditions of Proposition 2.1 are satisfied. Then for p > 2 the
sequence {y,} is purely periodic with period 2p™~*, where
/o {upw) tpla—93) I vyla—y3) <wmylb) < gm;
2v,(b) it vy(a —yg) > vy(b), vp(b) <
Moreover, the preperiod of this sequence has length less than 2m + 1.
Proof. Indeed, for ki, ks > 2m + 1, we have
Yok, — Yoky = (k1 — ko) (1 — a™'y5)b — (k1 — k) (k1 + k2 + 1)a™ " bPyo+
+ (k= ko)a" eyy (a® — ) + p*(Fo(kr) — Fo(ks))  (mod p™)
Hence, yop, — Yok, = A(k1 — ko)p”, where (A, p) = 1, and thus yor, — Yor, = 0 (mod p™)
if and only if k; — ks =0 (mod p™ ™). O
Corollary 2.3. Let p =2, m > 3, b = 2"bg, (bo,2) = 1, ¢ = 2¥¢cq, (co,p) =1, up > v > 0;
vy(a—y3) =1y > 1. Then the sequence {y,} defined by recursion (2) is purely periodic with
period

(11)

gm—2vtl it m>2v, vy > v;
T =2 =hotl if m > vy =v, By = Vp(% +bo);
am-v=rotl if m > v+ nug, vy < V.
Proof. This follows from the relation (11) which holds for p = 2. O

Remark 2.4. From the first two cases for 7 in Corollary 2.3 we obtain that for vy > v the
maximal period 7 = 2m~2"*! achieves if and only if vy > v and m > 2v. In [10] this assertion
was obtained for v = 1.
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3. Discrepancy bound

Equidistribution and statistical independence properties of pseudorandom numbers can
be analyzed using the discrepancy of certain sequences of points in [0, 1)°.
For N arbitrary points to,t;,...,ty_1 € [0,1)%, the discrepancy is defined by

An(I)

DY (ko 41, ... ) =
N(07 1, >N1) Sl;p‘ N

-1,
where the supremum is taken over all subintervals [ of [0,1)%, Ay (I) is the number of points
among to, t1,...,ty_1 falling into I, and |I| denotes the s-dimensional volume I.

Beside discrepancy there exist other important criteria for the uniformity and the inde-
pendence of PRN’s. We shall restrict our attention to the discrepancy, since it is the most
important measure of uniformity and independence related to PRN’s. For upper estimate
of the discrepancy of points we will use the following inequality from [13, Th. 3.10, p.34].

Lemma 3.1. Let ¢ > 1 and s be natural numbers and let {Y,}, Y, € {0,1,...,q — 1}*,
be a purely periodic sequence with a period 7. Then the points X,, = % € [0,1)%, n €
{0,1,..., N — 1}, N <7, have discrepancy

s 1 1
DY (Xo, X1, .o, Xno1) €=+ — Z == 5], (12)
q Nh(),hl 77777 h hOhl : hs
where the summation runs over all integers hg, hy,...,hs for which hy € (—%, 5], h;, €

(=2,4], i=1,...,s), (h1,...,hs) #(0,...,0), h; = max (1, |hy|), and

S = e(h X, +n_ho>

where h - X,, = ) hizvl(-n) stands for the inner product of h and X,, in Z°.

=1

The following lemma is a special version of Niederreiter’s result [13, Th. 3.10, p. 34; Cor.
3.17, p. 43].

Lemma 3.2. The discrepancy of N arbitrary points tg,tq,...,tN_1 € [0,1)? satisfies

DR (to, ta, .. tae) > e(h -ty ‘ (13)

N-1
= 2r+2) |h1h2!N ‘;
for any lattice point h = (hy, hy) € Z* with hyhy # 0.

For applications of Lemmas 3.1 and 3.2 we shall need the following estimates of expo-
nential sums of sequences of pseudorandom numbers, which can be proved by analogy with
Theorems 1 and 2 in [16].
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Theorem 3.3. Let (hy, he,p) = 1, v,(hy + ha) = 5, vp(hik + hol) = ~, k, 0 > 0. For the
sequence {y,} produced by (2) we get

(2p)% if k#¢ (mod 2);
(B o p™)| < 0 if k=/¢ (mod2) and f<~vy+v,m—pB—v>0;
’ p" Y p—1) if k= (mod?2) and B>~v+v, m—v—v<0;
o oY if k=/¢ (mod?2) and f>~v+v, m—v—~y>0.

Let 7 be the least length of a period of the sequence {y,}.

Theorem 3.4. Let the linear-inversive congruential sequence generated by the recursion (2)
has period 7, and let v,(b) = v, v,(a — y3) = vo, vp(h) = s, 2v < m. Then

O(m) ifp>2andyy<v,s<m-—rv— 1,

S-,—h, < m—+s .
[5(hs yo)| < 4.2"% ifvg>v,s<m—2v;

otherwise.

orp=2and vy <v, rn(h) <m—2v;

Let {y.} be a sequence of PRN’s generated by (2) and let z, = 2, n > 0. The sequence

{2} induces a sequence { X3V} of vectors in [0,1)* defined by X\ := (2, Zns1, - - - s Tnis_1)-
We shall say that the sequence {x,} passes d-dimensional serial test on unpredictability
(statistical independency) if for every s < d the sequence {Xff)} has uniform distribution.

Theorem 3.5. Let p > 2 be a prime number and m, a, b, ¢, yo be integers, m > 3,
(v0,p) = (a,p), 0 < 1,(b) < vp(c), a # y3 (mod p). Then for m > 2v and for the sequence
{zp}, = ]%, where y,, defined by the recursion (2), we have

DY (0,21, on-1) < BN 'p¥ log?p™. (14)

Proof. By a # y2 (mod p) we have 7 = p™ . From Lemma 3.1 (for s = 1, ¢ = p™) we get

— h nho
Z o
=0

€<hy2k+1 (2k+1)h0)D_ (15)

pm—y

<

11
ey 8% 5,

p
0<|hl<3p™ hoe(-13, g

—v-1 —v-1

1 1 1 hka kho
p—mw;hog.go(\ Z (ot )|+

By (10) the estimates of two last sum can be obtained.

k=0

We have
R m-v_y  — _ .
Z Z <hy2k k:f?) :p,; €<A1k+A2;¢fnj—Vp 1hF(k:)>’
where

A = hbo(1 — a -1 2) + hegpt ™7 (1 — a_2y§) + ho + ha_lbgp”yo,

Ay = ha 'B3p”, o =a—v=min(2v,p).
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Using Lemma 1.2, we infer that |>,| < 2p? for m > 2v. An analogous estimate can be
deduced for the sum > ,. Hence,

]. m m
D](\})(xo, Ty, .., oy 1) < — + N1 2p7 log? p™ < 3N"'p? log? p™.
pm

]

Remark 3.6. If the period 7 < 2p™ " (i.e., 1,(1 — a 'y2) > 0), then the sums >, and >,
may be uncomplete, and thereby we have bound Dy (zg, 71, ...,ox-1) < 3N~ Ip= log® p™.

Remark 3.7. In the case p = 2 we obtain easily that for the maximal period 7 = 2™,
Dy(xg, 21, ..., 2x_1) < 3N127% log? 2™,

Theorem 3.8. For points constructed by the linear-inversive congruential generator (2)
with parameters a, b, ¢ satisfying the condition

0<pp(b)=v, 2v<p=uc), aZy; (modp),

the discrepancy DE\?), s € {2,3,4}, has an upper bound

m—2v

D®) < +p 2 log®p™. (16)

2pm—1/

Proof. Consider only the case s = 4 (cases s = 2 and s = 3 can be considered similarly). In
order to apply Lemma 3.1 we must have an estimate for the sum

—_

T—

e(hlyn + hoYnt1 + haynto + h4yn+3)
pm '

3
Il
o

Without loss of generality, we can suppose that (hq, ho, hs, hy, p) = 1. Using (10) we can
write

Yor = Ao + A1k + Agk? + Azk® = f(k),  Yor41 = Bo + Bik + Bok? + B3k? = g(k),

where modulo p®

Ag = Ao(yo) = Yo

Ar = Ai(yo) =b(1 —a'yg) +a” byo +acyg (1 —a™*y?)

Ay = As(yo) = —a™0%yo + a” VY5 = —a DPyo(1 — a”'yp)

By = Bo(yo) = b+ ayy* + cyo (17)
By = Bi(yo) = b(1 —ayg”) = byg " — yoc(l — a’yg ")

By = By(yo) = —b°yy ' + ab’yy® = —b%yp ' (1 — ay,?)

As = As(yo, k) = Bs(yo, k) = B3 = 0.

Hence,

hlygk + -+ h4y2k+3 = C() -+ Olk + Cgkiz +paL(h17 hQ, h37 h4, ]{Z)
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Using (17) we can write

Cy := Cy(hy, ha, hs, hy) = (hy + h3) Ay + (ha + ha) By + 2Ashs 4 4Bshy,
02 = Cg(hl, hg, h3, h4) - (hl + h3>A2 + (h2 + h4>BQ'

Since 1 — a'y2 # 0 (mod p), the congruences
C; =0 (mod p**) and Cy =0 (mod p**!)

cannot hold simultaneously. Then Lemma 1.2 implies

\Z _ 207 i Ci(hiha by ha) =0 (mod p*), (19
10 otherwise.
Similarly, we have
2p"2" if Di(hy, ha, hs, hy) =0 (mod p?),
> = (19)
2 0 otherwise,

where D (hy, he, hs, hy) are defined (similarly to Cy(hq, ho, hs, hs)) by the representation
haYor1 + hoyorso + hayorrs + hayorra = Do + D1k + Dok® + D3k® + p* M (hy, ha, hs, ha, k).

Here the functions L(hy, ha, hs, hy, k) and M (hy, he, hs, ha, k) are polynomials of its variables
over Z.

m—

. . . 4 _m-2y m
Now, Lemma 3.1 and simple calculations give Dﬁ) < 2p;f_u +p~ "2 log*p™. O

Theorem 3.9. Let p be a prime and m, a, b, ¢ and y be integers with m > 3. Suppose
that (a,p) =1, b=c =0 (mod p), be =0 (mod p™), b*> # 0 (mod p™), v,(b) < v,(c), and
a’? # y* (mod p). Then for the sequence ty, = (xy,71,1), k > 0, where x;, = ;’—T’;, Yy are
defined by the recursion (2) we have

1 m
DPg, ...t 1) > —p (5 20
T (07 ) 1) - 4<7T+2>h*]? 2 ) ( )

where v = v,(b), h* = min{|hihs| : hy = heay™? (mod p*), (h1,p) = 1}.

This theorem can be proved in the same way as Theorem 9 from [15].

Theorems 3.8 and 3.9 show that, in general, the upper bound is the best possible up
to the logarithmic factor for any sequence {z,,Zpi1,...,Znis—1}, £ > 0 (defined by the
recursion (2) since there exist a sequence {x,, Tpi1, ..., Tpys—1} With D > 8(7r1+2)p*(%*”).

Hence, on the average the discrepancy DQ) has an order of magnitude between p~(z =)

and p~ (37" log?p™. In certain sense, the sequence generated by (2) models the random
numbers very closely.
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